
 

 

 
 

 

To Whom It May Concern, 

 

Admin By Request EPM Privilege Escalation Review 

 

Prism Infosec Ltd has conducted a privilege escalation review on the Admin By 

Request Windows & Mac Endpoint Privilege Management (EPM) Solution.  

The scope of this review was to confirm that the 'Run As Admin' requests are handed 

off from the user account and executed by an Administrator account (Windows) or 

Root account (Mac).  

Prism verified that at the binary level, the user account does not gain privilege; 

instead, the separate administrator/root-level account performs the installation or 

elevated task. 

Please note, this review was focused solely on confirming the account actioning 

privilege escalation actions and did not assess the overall security posture or 

potential vulnerabilities of the wider solution at this time. 

  

Kind regards 

  

Gareth Paterson 

Technical Testing Lead 

Prism Infosec 


